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Executive Summary

This deliverable is the first updated version of the deliverable D9.4 with title “Data Policy and Management plan
— First version”. The deliverable D9.4 was submitted in M6 of the project (November 2018) by C-ECO. In this
document, the changes that have taken place during this period (from M6 to M18) will be mentioned. This
document will be the only valid Data Policy and Management Plan after its submission on November 29, 2019.

The deliverable aims at establishing the policy framework for information management and confidentiality within
the CarE-Service consortium, the members of the Consumers’ and Stakeholders Committees, as well as external
stakeholders. The policy framework for data management includes principles ensuring the effective management
and confidentiality of data, information and records throughout the related authorities and responsibilities. The
main purpose of the data/information management policy is to protect both electronic and paper-version of
data/information from any unauthorized use and access with a clear role and responsibilities of those who
manage the data/information, while ensuring the greatest possible access of data/information, consistent with
legislation and relevant EU/consortium policies. Detailed information will be provided on the procedures that will
be implemented for data collection, storage, protection, retention and destruction and confirmation that they
comply with national and EU legislation.

This deliverable includes the Data Management Plan (DMP) as part of the Open Data Pilot initiative. In particular,
the deliverable includes:

e The procedures and criteria that are used to identify/recruit research participants, as well as the informed
consent procedures that are implemented for the participation of humans and for the collection, storage,
and protection of personal data (in response to Ethics Requirement 1);

e detailed information on the procedures for data collection, storage, protection, retention, and
destruction, and confirmation that they comply with national and EU legislation (in response to Ethics
Requirement 3).

This deliverable includes open research data policy, that follows the guidelines provided by the Commission.

This is the second version of the document, and as it is known for the first version, this document will be updated
during the project lifetime, whenever significant changes arise, such as (but not limited to):

e new data,
e changes in consortium policies (e.g. new innovation potential, decision to file for a patent),
e changes in consortium composition and external factors (e.g. new consortium members joining or old
members leaving).
The next planned updated version of the deliverable will be submitted the 36™ month of the project (May 2021).
The first version of the report for the DMP was submitted in November 2018. This updated version focuses on
the definition of the data that the partners generates during the project period from M1 to M18.
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1. Introduction

This report describes the Data Management Plan (DMP) for the CarE-Service Project. The report aims at
establishing the policy framework for information management and confidentiality within the CarE-Service
consortium, the members of the Consumers’ and Stakeholders Committees, as well as external stakeholders.
The policy framework for data management includes principles ensuring the effective management and
confidentiality of data, information and records throughout the related authorities and responsibilities. The
main purpose of the data/information management policy is to protect both electronic and paper-version of
data/information from any unauthorized use and access with a clear role and responsibilities of those who
manage the data/information, while ensuring the greatest possible access of data/information, consistent
with legislation and relevant EU/consortium policies. Detailed information is provided on the procedures that
are implemented for data collection, storage, protection, retention and destruction and confirmation that
they comply with national (eg. Bundesdatenschutzgesetz (BDSG) for Germany) and EU legislation (Regulation
(EU) 2016/679 (General Data Protection Regulation)).

The DMP describes the data management life cycle for the data to be collected, processed and/or generated
by CarE-Service Horizon 2020 project. As part of making research data findable, accessible, interoperable and
re-usable (FAIR), the DMP includes information on:

e the handling of research data during & after the end of the project,

e what data are collected, processed and/or generated,

e which methodology & standards are applied,

e whether data are shared/made open access and,

e how data are curated & preserved (including after the end of the project).
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2. Data policy — General and personal data protection

During the project data are collected from or generated by several sources. For research purposes, CarE-
Service project may contain and process personal data from various sources (e.g. interviews, questionnaires,
online ICT platforms and websites, etc.). Additionally, personal data of the project participants may be
collected during meetings, workshops, on social media platforms etc. in the form of photos, videos, names,
etc., for research, promotion or other purposes of the project. “Personal data” means information relating
to an identified or identifiable natural person.

An identifiable natural person is one who can be identified, directly or indirectly, in particular by reference
to an identifier such as a name, an identification number, location data, an online identifier or to one or more
factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that
natural person, Article 4 EU General Data Protection Regulation (GDPR).

Examples: name, address, identification number, pseudonym, occupation, e-mail, location data, Internet
Protocol (IP) address, cookie ID, phone number, data provided by smart meters, etc.

Individuals are not considered “identifiable” if identifying them requires excessive effort.

Completely anonymized data does not fall under the data privacy rules (from the moment it has been
completely anonymized).

“Processing of personal data” means any operation (or set of operations) performed on personal data, either
manually or by automatic means. This includes:

e collection (digital audio recording, digital video caption, etc.)

e recording

e organization, structuring & storage (cloud, LAN or WAN servers)

e adaptation or alteration (merging sets, amplification, etc.)

e retrieval & consultation

e use

e disclosure by transmission, dissemination or otherwise making available (share, exchange, transfer)

e alignment or combination

e restriction, erasure or destruction.
Examples: access to/consultation of a database containing personal data; managing of the database;
posting/putting a photo of a person on a website; storing IP addresses or MAC addresses; video recording
(CCTV); creating a mailing list or a list of participants.

Processing normally covers any action that uses data for research purposes (even if interviewees, human
volunteers, patients, etc. are not actively included in the research).

Personal data may come from any type of research activity (ICT research), personal records (financial,
criminal, education, etc.), lifestyle and health information, physical characteristics, gender and ethnic
background, location tracking and domicile information, etc.

All research processes and all the project activities (meetings, publications, etc.) for the CarE-Service project
must comply with ethical principles and all the applicable international, EU and national law (in particular the
GDPR, national data protection laws and other relevant legislation).
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2.1 Pre-screening
For the first stage, there is a pre-screening process of personal data. The one who collects the data must be
able to answer the following questions and to act properly with the following instructions.

1. Does your research involve processing of personal data? If yes, in that case the partner must provide
detailed information such as:

- Details of the technical and organizational measures to safeguard the rights of the research
participants.

- Details of the informed consent procedures.

- Details of the security measures to prevent unauthorized access to personal data.

- Details of “data minimization principle” (processing only relevant data and limiting the processing to
the purpose of the project).

- Details of the anonymization /pseudonymization techniques.
- Justification in case research data will not be anonymized/ pseudonymized (if relevant).

- Details of the data transfers (type of data transferred and country to which it is transferred —for both
EU and non-EU countries).

Additionally, documents should be kept on file, such as Informed Consent Forms and Information Sheets
used (if relevant) (D10.1).

In case that the research involves processing of personal data, the partner should be able to reply to the
following question(s) and to act properly with the following instructions.

2. Does it involve the processing of special categories of personal data (e.g. genetic, health, sexual lifestyle,
ethnicity, political opinion, religious or philosophical conviction)?

In that case the partner must provide detailed information such as:

e Justification for the processing of special categories of personal data.

e Justification in case research objects will not be anonymized/ pseudonymized (if applicable)
3. Does it involve processing of genetic, biometric or health data?

A declaration confirming compliance with the laws of the country where the data was collected should be
kept on file.

4. Does it involve profiling, systematic monitoring of individuals or processing of large scale of special
categories of data, intrusive methods of data processing (such as tracking, surveillance, audio and video
recording, geolocation tracking etc.) or any other data processing operation that may result in high risk to
the rights and freedoms of the research participants?

In that case the partner must provide detailed information such as:

e Details of the methods used for tracking, surveillance or observation of participants.
e Details of the methods used for profiling.
e Risk assessment for the data processing activities.

e Details of safeguarding the rights of the research participants.
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e Details on the procedures for informing the research participants about profiling, and its possible
consequences and the protection measures.

Data protection impact assessment (art. 35 GDPR) must be provided.

5. Does your research involve further processing of previously collected personal data (including use of
preexisting data sets or sources, merging existing data sets)?

In that case the partner must provide detailed information such as:

e Details of the database used or of the source of the data.
e Details of the data processing operations.
e Details of safeguarding the rights of the research participants.

e Details of “data minimization principle” (processing only relevant data and limiting the processing to
the purpose of the project).

e Justification in case research objects will not be anonymized/ pseudonymized (if applicable)

Additionally, documents should be kept on file, such as 1) Declaration confirming lawful basis for the data
processing, 2) Permission by the owner/manager of the data sets (e.g. social media databases) (if applicable),
3) Informed Consent Forms + Information Sheets + other consent documents (opt in processes, etc.) (if
applicable).

6. Does your research involve publicly available data?

In that case the partner must confirm that the data used in the project is publicly available and can be freely
used for the project.

Additionally, documents should be kept on file, such as permission by the owner/manager of the data sets
(e.g. social media databases) (if applicable).

7. Is it planned to export personal data from the EU to non-EU countries? Specify the type of personal data
and countries involved.

In that case the partner must provide detailed information such as the details of the types of personal data
to be exported. Also, the details of safeguarding the rights of the research participants must be described.

Additionally, documents should be kept on file, such as a declaration of confirming compliance with Chapter
V of the GDPR.

8. Isit planned to import personal data from non-EU countries into the EU? Specify the type of personal data
and countries involved.

In that case the partner must provide detailed information such as the details of the types of personal data
to be imported.

Additionally, documents should be kept on file, such as a declaration of confirming compliance with the laws
of the country in which the data was collected.

2.2 Risk analysis for all data processing activities
All single processing activities of personal data must be listed in overview (independent from criticality of the
personal data). The list must be created, maintained and updated by the data controller.
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The overview will be the basis for the risk analysis.

For all processing activities of personal data, the following information is required:

Processing activity

Description of the processing activity

Data Types and contained data (e.g. personal data, financial data, working data, ...)
Legal basis for the processing activity

Responsible of the processing activity (Person, Position, Company)

Purpose of the processing activity

Affected parties of the processing activity

Criticality of the processing activity (in terms of confidentiality, availability and integrity)
Deletion period of the processing activity

On each processing activity the risk analysis must be applied.

Following details need to be described and evaluated:

Risk description (e.g. unauthorized access to personal data)

Potential harm for affected party

Description of technical and organizational measures

Classification of risk in dependency on probability and severity of risk (e.g. low, medium, high, ...)
Risk handling (e.g. accept risk, moderate or eliminate risk probability by implementing additional
measures, ...)

Re-classification of risk in dependency on probability and severity of risk (e.g. low, medium, high, ...)
in case additional measures will be implemented.

2.3 Anonymization and pseudonymization

Under these rules, all the collected personal data must be processed in accordance with certain principles
and conditions that aim to limit the negative impact on the persons concerned and ensure fairness,
transparency and accountability of the data processing, data quality and confidentiality. As described in
Deliverable 10.1, CarE-Service does not intend to collect, store and/or process sensitive data (health, genetic
or biometric data). CarE-Service may collect, store and monitor both “anonymous” and “non-anonymous”
non-sensitive personal data.

This implies the following main obligations for all the participants:

Data processing should be subject to appropriate safeguards.

Data should, wherever possible, be processed in anonymized or pseudonymized form (D10.1,
Chapter 2).

Data processing is subject to free and fully informed consent of the persons concerned (unless
already covered by another legal basis, e.g. legitimate or public interest).

Data processing must NOT be performed in secret and research participants must be made aware
that they take part in a research project and be informed of their rights and the potential risks that
the data processing may bring.

Data may be processed ONLY if it is really adequate, relevant and limited to what is necessary for the
research (‘data minimization principle’).
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Collection of personal data (e.g. on religion, sexual orientation, race, ethnicity, etc.) is not essential and
relevant with the scope of the research and the project, therefore the collection of sensitive personal data is
not permitted.

It is recommended all participants or partners use anonymized or pseudonymized data for project purposes.

“Anonymized” means that the data has been rendered anonymous in such a way that the data subject can
no longer be identified (and therefore is no longer personal data and thus outside the scope of data
protection laws).

Medical Report Medical Report

John Doe <_8—I SID536262

Anonymization

Figure 1: Anonymization (Source: www.wso2.com, 2018)

Anonymization also helps in making research data and project results FAIR, without providing personal data
(Figure 2) (FAIR: see Chapter 6).

No transfer of data

)

Data protection

Transfer in individual cases

>
|
» ¢

Consent of

Personal the data subject
Data
% Open Access possible 8
Anonymisation

Figure 2: Anonymization of personal data (Source: OpenAIRE, 2017)

“Pseudonymized” means to divide the data from its direct identifiers so that linkage to a person is only
possible with additional information that is held separately. The additional information must be kept
separately and securely from processed data to ensure non-attribution.

Page 12
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Medical Report Medical Report

N\
a Y

-r* John Doe SID536262
-« A
John Doe \ SID536262
¢ 9
Pseudonymization

Figure 3: Pseudonymization, (Source: www.wso2.com, 2018)

It is recommended to involve the data protection officer (DPO) in all stages of the project whenever data
privacy issues arise.

Even if all privacy-related issues are addressed, research data may still raise other ethics issues, such as the
potential misuse of the research methodology/ findings or ethics harms to specific groups.

2.4 Social Media Policy

Social media communities has been created in different social media platforms (Facebook, LinkedIn, Twitter)
as part of the dissemination activities of CarE-Service project that encourages self-expression and mirrors the
values and the scope of CarE-Service project including respect for the rights, dignity, and property of others.
All partners, followers, group members are asked to do their part to help project achieve the goal. In doing
that, partners are kindly asked not to post content that:

e s threatening, abusive, obscene, indecent, or objectionable;

e is confidential as it is described in the Grant Agreement or includes sensitive for the project or a
partner information, deceptive, false, or misleading;

e violates the intellectual property rights of other people or partners;

e isillegal and does not comply with regional or international legislation e.g. GDPR or other;
e s self-promoting spam;

e isinappropriate, offensive, or hateful.

Sharing pictures, videos, recordings or any other information without the permission of the appeared persons
is not permitted either. Consent form from the appeared persons must be signed and kept on record (see
§9).

Page 13
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The admin of the accounts reserves the right to remove any content or block users that violate community’s
guidelines, or that the admin determines are otherwise offensive to the community. All content must also
comply with Facebook's, Twitter’s, and LinkedIn's policies as well.

As users, partners can visit, join, follow, “like” project’s social media. Further information on how social
platforms handle personal data as users could be found in the links below:

LinkedIn: https://www.linkedin.com/legal/privacy-policy

Facebook: https://www.facebook.com/privacy/explanation

Twitter: https://twitter.com/en/privacy

Page 14
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3. Data summary

The main purpose for the data collection/generation of the CarE-Service project is for the description of new
circular economy business models in innovative hybrid and electric mobility through advanced reuse and
remanufacturing technologies and services.

The CarE-Service project will produce several datasets during the lifetime of the project. All the data which
will be collected will be relevant to the purposes of the projects, such as the establishment of circular
economy business models, the development of the Smart Mobile Modules, the creation of customer-driven
products and the development and validation of technical solutions for reused, remanufactured and recycled
components and the evaluation of these business models through demonstration and life cycle assessment
(LCA).

All the collected or generated data will be analyzed and evaluated from a range of methodological
perspectives for project development and engineering and scientific purposes.

A range of data has been created during the project and new data will be created in the next months. These
data are available in a variety of easily accessible formats, including Documents (Word) (DOCX), Spreadsheets
(Excel) (XLSX, CSV), Presentation files (Power Point) (PPT), PostScript (PDF, XPS), images, audio and video files
(JPEG, PNG, GIF, TIFF, WAV, MPEG, AIFF, OGG, AVI, MP4), Technical CAD drawings (DWG), Origin (OPJ),
compressed formats (TAR.GZ, MTZ), Program database (PDB, DBS, MDF, NDF), open-standard file format
(JSON) etc.

The following table contains all the datasets that have been generated from the beginning of the project till
the month 18.

For every dataset which has been generated for a task, the leading partner of the task is the Master of Data.
The Master of Data is responsible for the collection of the data from the other partners, the file and sharing
actions among the consortium, the creation of the linked metadata files and also the activities for publishing
the data, e.g. on Zenodo platform.

Datasets from M1 (June 2018) to M18 (November 2019) of the project
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Description/ Name of the datasets Type D Format Dissemination Repository Availability | Master
level since/ from: | of Data
(Deliverable,
publication, (public or
survey, paper, confidential)
etc.)
Data Policy and Management Plan — First Version Deliverable 9.4 PDF, DOCX Public Zenodo, Prme;\';j?:;ﬁPomt, C-ECO 01.09.2019 C-ECO
Design of Car-E Service logistics — Final Version Deliverable 6.1 PDF DOCX Public COBSER, Project SharePoint, Zenodo 30.05.2019 | COBSER
Dissemination and Communication Plan —First Version Deliverable 8.2 PDF, DOCX Confidential Project SharePoint, CSIC Internal 31/05/19 CSIC
Detailed engineering of processes and technologies for techno- Deliverable 53 PDF, DOCX Confidential Project SharePoint, CSIC Internal 30/06/19 csIC
polymers re-use and recycling solutions
How to recycle an electric vehicle (in Spanish) Divulgation paper | N/A PDF Public Zenodo, CSIC Internal 19/01/2019 CSIC
Lithium-ion batteries towards circular economy: a literature review CNR,
. . R \ Conference paper | N/A PDF Public CSIC Internal 04/06/2019 ENV,
of opportunities and issues of recycling treatments csic
Folder of PDF Project SharePoint, Internal CNR
POPD - H Requirement No. 2 Deliverable 10.1 DOCX ! Confidential SharePoint, CNR internal (office and 01.06.2018 CNR
online)
Folders of PDF
P dS ! Int | CNR SharePoint, CNR int |
Collected Signed Consent Forms aper and >can 10.1 DOCs, JPGs, Confidential nterna X areroin ! interna 01.06.2018 CNR
versions of forms (office and online)
PAPERS
Folder of PDF
! Project SharePoint, Int I CNR
Project Management Handbook Deliverable 9.1 | DOCX, PPT, Confidential roject Shareralnt, fnterna 01.06.2018 | CNR
SharePoint, CNR internal
ELSX
Folders of PDF,
Meeting Minutes and Notes Depository 9.2 DOCX, PPT, Confidential Internal CNR SharePoint 01.06.2018 CNR
ELSX
Folder of PDF, . .
Management Report Deliverable 9.2 DOCX, PPT, Confidential Project ShargPomt, Ir"nternal CNR 01.06.2018 CNR
ELSX SharePoint, CNR internal
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Folder of PDF,

Project SharePoint, Internal CNR

Financial Reports Deliverable 9.2 DOCX, ELSX Confidential SharePoint, CNR Internal 01.06.2018 CNR
Folder of PDF, . .
WP and Task Progress Reports Deliverable 9.2 DOCX, PPT, Confidential Project Shar.ePomt, Iljternal CNR 01.06.2018 CNR
SharePoint, CNR internal
ELSX
. . . Folder of PDF, . Online at www.careservice.eu, CNR
Project website Website 8.1 JPG, DOCX Public internal, Project Sharepoint 01.06.2018 CNR
Requirements for innovative services and business models (This
deliverable is lead by LiU, but CNR contributed substantially to the Folder of PDF, Proiect SharePoint. Internal CNR
contents. Since some content of the deliverable is solely in Deliverable 1.1 DOCX, MP4, Public JSharePoint CN,R internal 01.06.2018 CNR
possession of CNR, this dataset is stated in addition to the D1.1 with PPT, ELSX ’
master data of LiU).
Survey Design and Collected Data (This survey is lead by LiU and is
pulic on LiU dataset, but CNR contributed to the design of it and Folder of PDF, Proiect SharePoint. Internal CNR
deposit a version of collected data driven from LiU platform. This is Survey 1.1 DOCX, PPT, Confidential JSharePoint CN,R internal 01.06.2018 CNR
why this dataset is stated in addition to the D1.1 with master data of ELSX !
Liu).
Interview Recordings and/or transcripts (This task is lead by LiU, but Folder of PDF, . .
P hareP | | CNR
CNR conducted some of its interviews alone, thus, this dataset is Interview 1.1 DOCX, MP4, Confidential roj;f;rse;;?nto?;’R ?r:(ti:r?alc 01.06.2018 CNR
stated in addition to the D1.1 with master data of LiU) PPT, ELSX !
Co-design of customized mobility services and business models
(B2C) (This deliverable is lead by EVAI, but CNR contributed Folder of PDF, Proiect SharePoint. Internal CNR
substantially to the contents. Since some content of the deliverable Deliverable 2.1 DOCX, MP4, Confidential JSharePoint CN,R internal 06.01.2019 CNR
or files related to the deliverable is managed by CNR, this dataset is PPT, ELSX ’
stated in addition to the D2.1 with master data of EVAI)
Focus Group Recordings and Transcripts (This task is lead by EVAI,
but CNR organized or moderated some focus groups, thus this Folder of PDF, Project SharePoint, Internal CNR
 Organized of mo groups, t . Focus Group 21 | DOCX,MP4, | Confidential J eroint, r 06.01.2019 | CNR
dataset is stated in addition to the focus group recordings of with SharePoint, CNR internal
PPT, ELSX
master data of EVAI)
Dissemination and communication plan First version (This
deliverable is directly managed by CSIC, but some of procedures and . .
disseminations go through CNR in particular due to the coordination Deliverable 8.2 PDF, DOCX, PPT Confidential Project SharePoint, Internal CNR 01.07.2018 CNR

role. Accordingly, an additional dataset with CNR is stated for this
deliverable).

SharePoint, CNR internal
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Exploitation plan - First version (This deliverable is mutually

PDF, DOCX Project SharePoint, Int | CNR
managed by FCA and CNR. Accordingly, an additional dataset with Deliverable 8.3 ! ! Confidential rojec arg ont n erna 01.02.2019 CNR
. . . PPT, ELSX SharePoint, CNR internal
CNR is stated for this deliverable).
Risk Management Plan - First version (to be updated every 6 months
untl.l M18) (Th.IS. del.lverable is directly managgd by AVIC, but some . PDF, DOCX, _ _ Project SharePoint, Internal CNR
of risks and mitigation plans go through CNR in particular due to the Deliverable 9.3 Confidential . . 01.06.2018 CNR
L . . . . PPT, ELSX SharePoint, CNR internal
coordination role. Accordingly, an additional dataset with CNR is
stated for this deliverable).
Analysis and specifications of re-use value chains Deliverable 1.2 PDF, DOCX, PPT Confidential Project ShargPomt, Ilt\ternal CNR 30.11.2018 CNR
SharePoint, CNR internal
. L. . . . Project SharePoint, Internal CNR
Analysis and specifications of re-use value chains Deliverable 1.5 PDF, DOCX, PPT Public SharePoint, CNR internal, PreziSlide 30.04.2019 CNR
Detailed engineering of processes and technologies performed by . . . Project SharePoint, Internal CNR
Smart Mobile Modules (SMMs) Deliverable 4.1 PDF, DOCX, PPT Confidential SharePoint, CNR internal 30.06.2019 CNR
Detailed englneerlhg of processe.s and technologies for batteries re- Deliverable 5.1 PDF, DOCX, PPT Confidential Project Sharfernt, I|:1terna| CNR 30.06.2019 CNR
use, remanufacturing and recycling SharePoint, CNR internal
Prototype drawings Deliverable 3.3 DOCX, CAD Confidential CNR internal 31.07.2019 CNR
. . . . L L SDEWES2019 Conference Platform,
Sustainable Mobility; Multi-National Qualitative and Quantitative Conference | o1 | ppE pOCX Public Conference Proceedings, Internal CNR, | 09.10.2019 | CNR
Analysis of Consumers’ Drivers and Barriers Paper/Publication
Internal LIU
Lithium-lon Batteries towards Circular Economy: a Literature Review Conference SDEWES2019 Conference Platform,
" . v: L WP1 PDF, DOCX Public Conference Proceedings, Internal CNR, | 09.10.2019 CNR
of Opportunities and Issues of Recycling Treatments Paper/Publication
Internal LIU
. o . . . . . FCA,
Requirements for generalization of the approach to EU industry Deliverable 14 DOCX Public Project SharePoint, Zenodo 01.03.2019 CNR
New smart products concepts definition Deliverable 3.2 DOCX Confidential Project SharePoint 30.04.2019 FCA,
CNR
Exploitation planning and implementation Deliverable 8.3 DOCX Confidential Project SharePoint 31.05.2019 FCA,

CNR
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Business Plan-New B2C Service that leverages on the recovered Document
. . g . (E-VAI 8.3 PPTX Confidential Project SharePoint, EVAI internal 22.05.2019 E-VAI
parts and materials provided by OEMs and Fleet companies I
Contribution)
E-vai-T 2.1 Deliverable CarE Service-20190517-b01 — Draft Version Document 2.1 DOCX Confidential Project SharePoint, EVAI internal 07.06.2019 E-VAI
. . ) . . . . CNR/
D2.1-Partner Presentation-Service model Document 2.1 PPTX Confidential Project SharePoint, EVAI internal 07.06.2019 E-VAI
E-vai-CarE-service-20190517-b01 Document 2.1 PPTX Confidential Project SharePoint, EVAI internal 07.06.2019 E-VAI
Co-design of customlzed'mob!hty serylces an.d business models Deliverable 2.1 DOCX Confidential Project SharePoint, EVAI internal 9.08.2019 E-VAI
(B2C) — draft for partner’s review — First Version
Co-design of customized mobility services and business models Deliverable 21 PDF, DOCX Confidential Project SharePoint, EVAI internal 31082019 | N/
(B2C) — Final Version E-VAI
Proj harePoint, i lly IMA
Testing and validation of re-designed products concepts Deliverable 3.4 PDF, DOCX Confidential roject Share cgglt(,:lnterna v ’ 30.11.2019 IMA
Islcuht':c';il requirements for software and hardware innovative Deliverable 13 PDF, DOCX Confidential Project SharePoint, PROD internally | 30.11.2018 | PROD
Design of the CarE-Service ICT Platform Deliverable 6.2 PDF, DOCX Confidential Project SharePoint, PROD internally 31.08.2019 PROD
Analysis of alternative solutions - Part/Battery Marketplace module Document 6.2 PDF, DOCX Confidential Project SharePoint, PROD internally 31.08.2019 PROD
8 Interviews of French users Interviews 2.1 Docx Confidential Project SharePoint 24.07.2019 EVAI
. . ) . . . AVI/
Risk management Deliverable 9.3 Docx Confidential Project SharePoint 30.11.2018 CNR
. . ) . . . AVI/
Risk management Deliverable 9.3 Docx Confidential Project SharePoint 30.05.2019 CNR
: . . . . . AVI/
Risk management Deliverable 9.3 Docx Confidential Project SharePoint 30.11.2019 CNR
. . P . . . . . . AVl /
Risk management and identification of side-effects Deliverable 2.3 Docx Confidential Project SharePoint 30.11.2019 CNR
o . ] . Fraunhofer internally, Project
Realization of product prototypes Deliverable 33 Docx, Pdf Confidential 31.08.2019 FhG

SharePoint
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Detailed engineering of processes and technologies for metal parts
re-use and recycling solutions

Fraunhofer internally, Project

Deliverable 5.2 Docx, Pdf Confidential R
SharePoint

30.06.2019 FhG
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4. FAIR data

4.1. Making data findable, including provisions for metadata

A DOI is assigned to datasets for effective and persistent citation when it is uploaded to the Zenodo
repository. This DOl can be used in any relevant publications to direct readers to the underlying dataset.

Each dataset generated during the project is recorded in PDF file with a standard format and allocated a
dataset identifier. The file will be hosted at the CarE project’s SharePoint. This dataset information will be
included in the metadata file;

e Project acronym

e Project full title

e Project ref. no.

e Description/ Name of the datasets

e Relevant deliverable

e Deliverable name

e Contractual date of delivery

e Actual date of delivery

e Type (Deliverable, publication, survey, paper, etc.)
e Format

e Master of Data

e Dissemination level (public/ confidential)

e Repository (-ies)

e DOl (only for public datasets)
e Author(s)

e Other contributors

e Abstract

o Keywords
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4.2 Making data openly accessible

Each partner must ensure open access (free of charge online access for any user) to all peer-reviewed
scientific publications relating to its results. Results are owned by the partner that generates them. “Results”
means any (tangible or intangible) output of the action such as data, knowledge or information — whatever
its form or nature, whether it can be protected or not — that is generated in the action, as well as any rights
attached toiit, including intellectual property rights. Apart from the data sets specified that will be made open
(public), other data generated in CarE-Service project should be kept confidential to avoid jeopardizing future
exploitation.

All the partners must disseminate their results by disclosing them to the public by appropriate means, as
soon as possible (other than those resulting from protecting or exploiting the results), including in scientific
publications (in any medium). A partner that intends to disseminate their results must give to the other
partners at least 45 days advance notice, together with sufficient information on the results it will
disseminate (Article 29.1, Grant Agreement).

The data are made available to the public in order to improve and maximize access to and re-use of research
data generated by the CarE-Service project. Therefore, all the generated data should be deposited in the
Zenodo depository platform (a free repository hosted by CERN and available to all), which allows researchers
to deposit both publications and data, in line with Article 29.3 of the Grant Agreement.

On Zenodo, all research outputs from all fields of science are welcome. In the upload form, the uploader
chooses between types of files: publications (book, book section, conference paper, journal article, patent,
preprint, report, thesis, technical note, working paper, etc.), posters, presentations, datasets, images
(figures, plots, drawings, diagrams, photos), software, videos/audio and interactive materials such as lessons.

All metadata are stored internally in JSON-format according to a defined JSON schema. Metadata is exported
in several standard formats such as MARCXML, Dublin Core, and DataCite Metadata Schema (according to
the OpenAlIRE Guidelines).

Files may be deposited under closed, open, or embargoed access. Files deposited under closed access are
protected against unauthorized access at all levels. Access to metadata and data files is provided over
standard protocols such as HTTP and OAI-PMH.

Metadata is licensed under CCO, except for email addresses. All metadata is exported via OAI-PMH and can
be harvested.

For the CarE-Service project, a Community project page on Zenodo has been created where partners can link
their uploads: https://zenodo.org/communities/careserviceproject/
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4.3. Making data interoperable

The CarE-Service project aims to collect and document the data in a standardized way to ensure that, the
datasets can be understood, interpreted and shared in isolation alongside accompanying metadata and
documentation. Widespread file formats will be generated to ensure the easy access, exchange and reuse of
the generated data from other researchers, institutions, organizations, countries, etc.

Metadata are data which describe other data. Metadata files contain information about the documents
you're going to upload. A metadata file will be created manually in a PDF file and linked within each dataset.

e A Dataset Idertification Sheet
CarE-Service

Praject acronym CarE-Sarvice

Praject full title Circular economy Business madels far innovative hybrid
and electric mobility thraough advanced reuse and
remanufacturing technologies and services

Praoject ref.na. TIEE51

Descriptiony’ Name of the datasets Data Palicy and Managemant Plar — First Version
Relevant deliverable o84

Deliverable name Data Palicy and Managemant Flan = First Version
Contractual date of delivery 30.11.2018

Dectual date of delivery 30412018

Type (Deliverable, publication, survey, Defiverable

paper, stc.)

Farmat DOCK, POF

Master of Data C-ECO

Disseminatian level [public/ canfidential) Puklic

Repasitory ies) C-ECO intenally, Project sharepoint, denodo

DOl {only for public datasets 10.5281/zer0d0. 3363055

huthoris] Bolech M., Georgogoules K., Kuntz D, Wagner M.
Other contributars ANl partriers

Abstract This repert deseribes the Data Management Plan (DMF)

for the CarE-Service Project. The repart aims at
wstablishing the pelicy framewark for infarmatian
management and confidentiality within the Carf-Service
congartum, the members of the Consumers’ and
Stakehalders Cammittens, a5 well ag external
stakehelders,

Eeywords data B jglan, data agement, data
protection, data grivacy, data policy, OMP

LR
W
"?’?‘
: T MY
Ve g s TR - 1'"?3’

Figure 4: Metadata pdf file
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4.4, Increase data re-use (through clarifying licenses)

The datasets will be made available for reuse through uploads to the Zenodo community page for the project.

In principle, data which are characterized as “public” are uploaded on Zenodo after its submission and
approval by EC without additional costs. All the research data are of the highest quality, have long-term
validity and are well documented in order to allow other researchers the ability access and understand them
after at least 5 years.

If datasets are updated, the partner that possesses the data has the responsibility to manage the different
versions and to make sure that the latest version is available in the case of publicly available data. Quality
control of the data is the responsibility of the relevant responsible partner generating the data.

The following naming for the titles is recommended to the partners when they upload a public deliverable
on Zenodo is the following; CarE-Service Project — “deliverable title”, e.g. CarE-Service Project - Data Policy
and Management Plan - First Version (Figure 5).

Basic information required v

M Digital Object Identifier

Optional. Did your publisher already assign a DOI to your upload? If not, leave the field empty and we will register a new DOI for you. A DOI allows
others to easily and unambiguously cite your upload. Please note that it is NOT possible to edit a Zenodoe DOI once it has been registered by us, while it
is always possible to edit a custom DOI

1M Reserve DOl | ¥

B3 Publication date *

Required. Format: YYYY-MM-DD. In case your upload was already published elsewhere, please use the date of first publication

& Title* CarE-Service Project - | s o T
Required.
& Authors * e n T Affiliation ® 3
Optional.
Affiliation @ ORCID (e.g-: 0000-0002-1825-0097 s
Optional.
P LAt Affiliation @ ORCID (e.g-: 0000-0002-1825-0097 s
Optional.
=g B Affiliation @ ORCID (e.g.: 0000-0002-1825-0097 *
Optional.

Figure 5: Suggested way to give title to uploaded deliverables (screenshot, Zenodo)
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5. Allocation of resources

There are no costs for making the data from CarE-Service project findable, accessible, interoperable and
reusable (FAIR). The repository platform that is used is Zenodo, an interdisciplinary open data
repository service maintained by CERN, which allows researchers to deposit both publications and data while
providing tools to link them without any cost. Any other costs related to open access to research data in the
CarE-Service project are eligible for reimbursement during the duration of the project under the conditions
defined in the Grant Agreement, in particular Article 6.2 D.3, but also other articles relevant for the cost
category chosen.

Circular Economy Solutions GmbH (CECO) is responsible to deliver the Data Management Plan for the CarE-
Service Project in accordance with Task 9.4 for deliverable D9.4 (submitted in November 2019), and also for
the updated deliverables D9.7 and D9.8.

Consiglio Nazionale delle Ricerche (CNR), the project coordinator, is appointed as data controller to
demonstrate that the data subject has consented to processing of their personal data in all cases. Regarding
the personal data that may be collected from the platforms of PROD and EVAI, the data processor/data
protection officer in these companies will demonstrate to the project data controller the consent/assent of
the data subjects as part of their online subscription process.

All the project partners should respect the policies set out the Data Management Plan. Datasets have to be
created, managed and stored appropriately and in line with European Commission and local legislation.
Dataset validation and registration of metadata and backing up data for sharing through repositories is the
responsibility of the partner that generates the data in the Working Package.

The datasets in Zenodo are preserved in line with the European Commission Data Deposit Policy and complies
with the European Commission Open Access Policy and Research Data Pilot. The data will be preserved
indefinitely on the Zenodo repository. This is currently the lifetime of the host laboratory CERN which
currently has an experimental programme defined for the next 20 years at least.
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6. Data security

During the project, all the data are stored on the partner’s storage devices (internal servers, cloud, etc.). In
the following table, there are the detailed storage information for the partners of the project.

Short name Data storage methods
At CNR, all data related to the CarE-Service project are stored in the well-known
repositories that can be accessed only with specific credentials and denies any access

CNR from unauthorized sources. In particular, all data are stored and managed through
personal devices (administrated by institutional credentials), Dropbox and Microsoft
SharePoint.

At LIU, all data related to the CarE-Service project are carefully and securely managed

LIU and stored on local and cloud repositories that cannot be accessed by unauthorized

internal or external entities.

ENV possesses an internal server with a folder named “CarEServiceProject” with
ENV restricted access for the staff designed to the project. Internal server cannot be accessed
out of the facilities.

Documentation related to the project is stored in Microsoft Sharepoint Online and access
to the data is controlled and made accessible to Prodigentia employees on a need-to-
know basis. Microsoft provides the highest standards in data security in the industry,
including ISO 27001 certifications.

Data stored in the ICT platform databases are stored i) at PROD office (test and
development systems) in local servers, with restricted access, accessible only to the team
allocated to the CarE-Service project ii) at qualified datacenters in Europe (test and
production systems).

The technology used by PROD to implement the ICT platform follows the best practices
in information security, implementing data encryption for passwords, single-sign-on,
account lockout, among others.

Following the best practices in the industry, PROD contracts regularly qualified 3rd
parties to audit the solutions developed by PROD, running black-box and white-box tests.
Potential security flaws identified are mitigated ASAP according to its criticality.

All data related to the CarE-Service project are stored in an internal server named
CsIC “CarEService” with access only for authorized persons. Peer-reviewed publications will
be also stored in an Open Access Repository “Digital CSIC”, as well as in Zenodo.

In CECO, all the related to the CarE-Service project data are stored on data repositories
CECO which are managed by the IT service of CECO (with no access from outside) and on
Microsoft Office 365 cloud, hosted in Germany for sharing easily the data internally.

At COBSER, all data related to the CarE-Service project are carefully and securely
COBSER managed and stored on local repositories that cannot be accessed by unauthorized
internal or external entities.

In FCA, all the data related to the CarE-Service project are managed and stored on local
repositories; from 2019 there will also be the possibility to store them in a Google Suite
Platform cloud repository that cannot be accessed by unauthorized internal or external
entities.

At RAD all data related to Car-E Service European project are managed and stored on
local and GeoSharing Platform residing on the internal servers. Both local and
RAD GeoSharing Platform are not accessible from the external networks and only the people
actively involved in the Car-E work group can manage, store and up/down-load the data
files generated.

At IMA all documents and data related to the CarE-Service project are stored on special
secured data repositories which are managed by the IT service of IMA. In addition,

PROD

FCA

IMA
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project specific disseminated information will be stored on the specified Zenodo data
repository.

Fraunhofer

In Fraunhofer, the data are stored at the institute’s internal server. The server is
protected by modern firewall and antivirus system managed by specialist for that. The
data are located in an area reserved only for the project where the access is allowed only
to those who work in this project (6 persons).

AVIC

AVIC possesses an internal server with a folder named “CarE-Service” with restricted
access for the staff designed to the project. Internal server that cannot be accessed by
unauthorized internal or external entities

CIA

CIA possesses an internal server with a folder for the CarE-service project with restricted
access for the staff designed to the project. Internal server cannot be accessed out of the
facilities.

EVAI

E-VAI possesses an internal server with a folder for the CarE-service project with
restricted access for the staff designed to the project. Internal server cannot be accessed
out of the facilities.

JRC

Data, documents and files are stored on the local server that can be only accessed
internally. Possibility for sharing folders is available.

In accordance with Article 29, “Dissemination of results — Open access — Visibility of EU funding”, and with
the aim to improve and maximize access to and re-use of research data generated by the CarE-Service
project, data related to “public” tasks and deliverables are archived and preserved in the Zenodo data sharing
repository. The platform provides the option for open or restricted access to data regarding the
dissemination level.
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7. Ethical aspects

All the CarE-Service project partners must carry out the action in compliance with ethical principles (including
the highest standards of research integrity) and applicable international, EU and national law. The partners
must respect the highest standards of research integrity - as set out, for instance, in the European Code of
Conduct for Research Integrity (Article 34, Grant Agreement).

CarE-Service does not intend to collect, store and/or process sensitive data (health, genetic or biometric
data). CarE-Service may collect, store and keep on track both “anonymously” and “non-anonymously” non-
sensitive personal data. Non-anonymous personal data are collected only in case this is needed to achieve
the targets of the project. In this case, with full freedom/awareness of the data subject is ensured. For this
purpose, a dedicated space for the consent of data subject on the non-anonymous data collection is present
in the designed consent forms (Deliverable 10.1).

CarE-Service may collect personal data from members of the consortium and other participants for several
reasons as questionnaires or surveys, meetings, conferences etc., In all cases the partners must follow the
standard procedure of getting authorization from the members to show and distribute the results, the videos
the images etc. to the public.

In CarE-Service, the data collection as well as processing are fully based on consent/assent of the data subject.
Regarding the general personal data collection within CarE-Service project, the data subjects’ consent/assent
is given in the context of a written declaration (by signing the forms). The templates of the informed
consent/assent forms are devised to be fully compliant with EU General Data Protection Regulation (GDPR).

The informed consent form is written in English and also translated and available in four more languages
(German, Spanish, Italian and French) (Deliverable 10.1, §3.1 and Appendix A1, B1, C1, D1).

CarE-Service partners must keep confidential any data, documents or other material (in any form) that is
identified as confidential at the time it is disclosed (“confidential information”).
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http://ec.europa.eu/research/participants/data/ref/h2020/grants_manual/hi/ethics/h2020_hi_ethics-self-assess_en.pdf
http://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm
http://ec.europa.eu/research/participants/docs/h2020-funding-guide/cross-cutting-issues/open-access-data-management/data-management_en.htm
https://www.openaire.eu/
https://www.openaire.eu/or-data-pilot-factsheet/download
https://www.force11.org/group/fairgroup/fairprinciples
https://safehouse-denver.org/about/privacy-notice-and-social-media-policy.html
https://obeck.eu/en/legal-issues/data-protection/privacy-policy-social-media.html
https://zenodo.org/
http://about.zenodo.org/policies/
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This project has received funding from the European Horizon 2020
research and innovation programme under the grant agreement No
776851

Review of the Deliverable
D 9.7 - Data Policy and Management Plan - 2" version

Reviewer Name | Fulvio Ardente
Reviewer Organization | JRC

Deliverable lead beneficiary | C-ECO
Due date of the deliverable
Received date of the | 22-10-19
deliverable by the lead
beneficiary
Submission date of the review | 4-11-19




Data policy and management plan — First version

CarE-Service




5&%}@ icy and management plan — First version
CarE-Service

Overall Assessment | [ The required level of quality is met and the deliverable put
of the deliverable forward additional insights which can be beneficial for the
progress of the project.

The required level of quality is met perfectly and no major
improvement is needed. | suggested some minor
improvements.

L] The required level of quality is met but there are major
improvements to be made before submission of the
deliverable.

L] In order to meet the required level of quality of the
deliverable, | have major concerns that may delay the
submission of the deliverable.

Review assessment

1. Isthe information contained in the deliverable technically sound and complete?

Yes
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

2. s any critical information missing in the content of the deliverable?

No
[ Yes

Comments/suggestion/specifications: Click or tap here to enter text.

3. Does the deliverable compliant with the relevant project objectives, targets and KPIs related to its
topic?

X Clearly stated and compliant

[ Clearly stated but compliancy can be improved

[] Not clearly stated but compliant

] Not clearly stated and compliancy can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

4. Does the objective of the deliverable is clearly stated and compliant with the relevant project
objectives, targets and KPIs related to its topic?

[ Clearly stated and compliant
Clearly stated but compliancy can be improved
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] Not clearly stated but compliant
[] Not clearly stated and compliancy can be improved
[] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Is there any specific KPI applying to this deliverable?

5. Does the method of the deliverable is clearly stated and appropriate for the scope and objective of
the deliverable?

Clearly stated and appropriate

[ Clearly stated but can be improved

] Not clearly stated but appropriate

[] Not clearly stated and can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

6. Does the key messages and results of the deliverable are clearly stated and compliant with the
relevant project objectives, targets and KPIs related to its topic?

Clearly stated and appropriate

] Clearly stated but can be improved

[ Not clearly stated but appropriate

] Not clearly stated and can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

7. Does the layout of the deliverable is compliant with the project template?

X Compliant
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.
8. Does the language style of the deliverable meet the required quality level?

Yes
] Can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

9. Can the deliverable benefit from additional stakeholder expectations (consortium or external
stakeholder expectations such e.g. consumers or other value chain stakeholders)?

The deliverable is completely aligned with both consortium and external expectations
L] The relevance of additional expectations can be added to the deliverable

Comments/suggestion/specifications: Click or tap here to enter text.
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10. Does the illustrations, drawing and tables of the deliverable clear and comprehensive?

Yes
] Can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

11. Does the abbreviations, references and/or formulas of the deliverable clear and comprehensive?

XYes
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

Additional comments:

The tool “ZENOVQ”, is defined in pag.21, but already mentioned before. It could be

introduced and explained earlier in the document.
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This project has received funding from the European Horizon 2020
research and innovation programme under the grant agreement No
776851

Review of the Deliverable
D9.7 - Data Policy and Management Plan - 2"d version

Reviewer Name | Olga Rodriguez
Reviewer Organization | CSIC
Deliverable lead beneficiary | C-ECO
Due date of the deliverable | 30/11/2019
Received date of the | 31/10/2019
deliverable by the lead
beneficiary
Submission date of the review | 07/11/2019
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Overall Assessment | [ The required level of quality is met and the deliverable put
of the deliverable forward additional insights which can be beneficial for the
progress of the project.

The required level of quality is met perfectly and no major
improvement is needed. | suggested some minor
improvements.

L] The required level of quality is met but there are major
improvements to be made before submission of the
deliverable.

L] In order to meet the required level of quality of the
deliverable, | have major concerns that may delay the
submission of the deliverable.

Review assessment

1. Isthe information contained in the deliverable technically sound and complete?

Yes
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

2. s any critical information missing in the content of the deliverable?

No
[ Yes

Comments/suggestion/specifications: Click or tap here to enter text.

3. Does the deliverable compliant with the relevant project objectives, targets and KPIs related to its
topic?

X Clearly stated and compliant

[ Clearly stated but compliancy can be improved

[] Not clearly stated but compliant

] Not clearly stated and compliancy can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

4. Does the objective of the deliverable is clearly stated and compliant with the relevant project
objectives, targets and KPIs related to its topic?

Xl Clearly stated and compliant
L] Clearly stated but compliancy can be improved
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] Not clearly stated but compliant
[] Not clearly stated and compliancy can be improved
[] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

5. Does the method of the deliverable is clearly stated and appropriate for the scope and objective of
the deliverable?

Clearly stated and appropriate

[ Clearly stated but can be improved

[] Not clearly stated but appropriate

[] Not clearly stated and can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

6. Does the key messages and results of the deliverable are clearly stated and compliant with the
relevant project objectives, targets and KPIs related to its topic?

Clearly stated and appropriate

] Clearly stated but can be improved

[ Not clearly stated but appropriate

] Not clearly stated and can be improved

] Other responses, please state:Click or tap here to enter text.

Comments/suggestion/specifications: Click or tap here to enter text.

7. Does the layout of the deliverable is compliant with the project template?

X Compliant
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.
8. Does the language style of the deliverable meet the required quality level?

Yes
] Can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

9. Can the deliverable benefit from additional stakeholder expectations (consortium or external
stakeholder expectations such e.g. consumers or other value chain stakeholders)?

The deliverable is completely aligned with both consortium and external expectations
[] The relevance of additional expectations can be added to the deliverable

Comments/suggestion/specifications: Click or tap here to enter text.
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10. Does the illustrations, drawing and tables of the deliverable clear and comprehensive?

Yes
] Can be improved

Comments/suggestion/specifications: Click or tap here to enter text.
11. Does the abbreviations, references and/or formulas of the deliverable clear and comprehensive?

XYes
] can be improved

Comments/suggestion/specifications: Click or tap here to enter text.

Additional comments:

K Some minor typographical and format issues have been found: \

o pp. 5: spelling of the word “Introduction”

o pp. 6: bullet point missing in the last sentence
o pp. 7:include a space between “DE” and “INVESTIGACIONES”
o pp. 7: remove comma after COBSER
o justify the text in 2.1; 2.2; and last paragraph of pp.25
e Change COBAT by COBSER (pp. 4)

e pp. 7, 'm not sure if we should remove Sarah’s contact, as she’s not

collaborating in the project anymore

- /




